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С/C++ memory organization 
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Confidential 
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Agenda 

1.  Using memory 

2.  Memory organization 

3.  Stack 

4.  Heap 

5.  Catching memory bugs 
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 Using memory 
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 Using memory 

1. Every line of code uses memory (rather ROM or 

RAM) unless it is optimized by compiler 

2. Every variable uses memory 

3. Some code uses dynamic memory allocation 
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Addressing memory 

• Direct accessible memory – can be addressed by pointer, contain 
variables (Internal Ram, Internal Flash, mapped memory) 

• Memory that cannot be directly accessed – External Ram or Rom. 

• Virtual memory – can be addressed only in specific process or thread 
inside specific operating system 
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Accessing memory 
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 Memory organization 
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C program memory layout 
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Arm cortex memory organization 
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Why data is placed to one of this sections 

• .text – executable code. Should be read only. From this section code 
runs. May be located in RAM or ROM.  

• Data may be located in Ram and Rom. Constant data belongs to 
ROM, dynamic belongs to RAM 

• RAM contains stack and heap. 
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Stack 
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Stack usage 
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Stack usage 

• Are all variables stored on stack? 

• Are function argument are always transferred via stack? 

• Are function returns are always transferred via stack? 
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Stack usage 

• Are all variables stored on stack - no 

• Are function argument are always transferred via stack - no 

• Are function returns are always transferred via stack - no 
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Heap 
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Heap 

• Only used dynamicly 

• Why to use heap -> to store temporary objects or when we short on 
memory 
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Heap usage 
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Catching memory bugs 

• MPU 

• Firewall 

• PCROB 

• Monitoring stack usage 

• Monitoring heap usage 
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Thank you 
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